Introduction to the tool testing sessions and the evidence provided

The overall idea of the sessions and the evidence data provided is for the user to have a source of evidence to test their programs against the different requirement set out for the tool testing sessions.

The data/evidence provided in the various executables is set in different folders so as to provide a number of different locations for you to have test areas. 

The evidence in most cases is very similar. It is just provided in different locations and at different times so that the user has a unique location to examine. Along with possible appropriate exams asking questions about the evidence within that specific tree.

The testing targets a few basic operations of evidence investigation. It does not attempt to cover all aspects of all investigation but tries to cover what might be considered 1st step basic evidence search and seizure. 

The underlying premise is that when you are at a scene, regardless of the violation, one of the first things you probably will do is to inventory the evidence seized. That is what all these tests are designed to do. See if you can properly inventory ALL the evidence without corrupting it for the next investigator who might sit down and attempt the same process as you just messed up.

So we will attempt the following tasks when testing our software in a forensic nature.

The underlying premise of these tests is that you are at a large corporation with gigantic server. 
But you are only allowed to examine/copy/extract only a single suspect user’s folder. No other persons are subjects.
You can’t do a full bit image of the entire server. You can only look at that single logical suspect tree. And you can’t install software on their server. So any software you use must be available on your own thumb or removable drive. Standalone software.  Here is what you should attempt to accomplish. 

1st Create a full and complete inventory/catalog of ALL the files within the suspect trees.
2nd Hash all the original evidence in place to guarantee that future process doesn’t alter the evidence content.
3rd Copy the original evidence tree to a “work” drive to take back to the office so you can analyze the data.
4th Back at the office, restore the files to your work computer, and find a way of assuring the restored tree is accurate and complete.
     Maybe perform a hash compare.
5th Find a zip/unzip program which can zip the files for long term storage, and many years later unzip to proper evidence.

The following system setup requirements are mandatory so that the tests designed will stress your software and process, and all tests will have the same environment.

    ======================================================================

1. The tests will be run on your WINDOWS computer.
2. The test data will be copied to, stored, saved, etc. on an NTFS file system. It has to be NTFS because some of the requirements rely on the NTFS file system attributes. Also, many firms have their file systems set to NTFS. So lets do the same.
3. As seen below, set the last access date update to ON. So that any manipulation of the file will show that something has touched the file. Again, you want to know when/if a file was looked at, altered, or maybe copied; anyone/anything touched the file. Also, when going into a strange environment, they may or may not have last access update turned on. So better test that it is on.

To set the last access update to on, follow the below process to reset the registry entry.

To do this, make sure the registry keys are set as shown here: set it to 0 (zero). 

Key Name: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem 
Name:     NtfsDisableLastAccessUpdate 
Type:     REG_DWORD 
Value:    1  (A value of 1 turns last access update off.) 
Value:    0  (Sets last access update to on. Access dates are updated)
    ==============================================

Now begin to download the various executables listed below and expand them. Then begin your testing of your software and answer the test questions.


Here are the executables, and in the order suggested for download:
Start with the _50_FILES and design and test your software. Then progress to the next executables for larger file numbers. In some of the associated ADMIN folders you will find tests/exams which ask questions relating to the files within the evidence tree. Take the tests, and see if your software properly provides the answers.


_50_FILES.exe                  	a small subset about 50 of the catalog folder. To initially show you what we have to play with.
_CATALOG_EVIDENCE.exe   	first set to extract and test your catalog/listing software. Contains about 400 evidence files.
_WAREHOUSE12.exe           	next group to test your catalog process. You can also hash these files. 
_DEMO_FILES.exe		a large group of evidence to test catalog, hash, copy, zip. Main evidence folders.
[bookmark: _GoBack]       ================
_ALL_EVIDENCE.exe		contains all the above files, and admin folders.

     	Below are executables that contain software I have downloaded and placed in their category for you to test. 
	Within most of these executables you will find a subdirectory of the Maresware software. Use/test it as a last result. 
	Test your own first, or find shareware/public/free stuff in the lists and install and test that. 
	But it is better if you find and test your own software first.

_SOFTWARE_BIG.exe		contains a lot of free/open/etc software which you may want to test. Includes most of below.
_SOFTWARE_CATALOG.exe	contains cataloging software which you may want to test.
_SOFTWARE_COPY.exe	contains programs which profess to perform forensic copy.
_SOFTWARE_HASH.exe	contains hashing programs.
_SOFTWARE_MIN.exe		contains a minimum amount of programs to perform some of the above tasks.
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