MARESWARE OVERVIEW

This document attempts to give a quick explanation of how/why some of these programs work and where they may be used in day to day operation, forensics or simple file manipulation and analysis.

These are quick short summery explanations. Well maybe more than a single line. But you get the message. RTFM is you find one you want to know more about.

The programs are set out in alphabetical order. However, there are about 3 or 4 that you should consider as basic starting points for your forensic examination. I have identified them below.

A few also will be used for your own simple day to day file or command use  and will help organize, and back up or maintain good file organization.  

Because the files are command line programs and should be run from an administrator CMD prompt. Many of the programs will/can be used in their own batch files to enhance and implement your analysis. This command window process lends itself to unaccompanied batch operation which can be scheduled and unattended. So brush up on your typing skills, and batch commands. The benefit of a batch file for routine runs is that even though you may be doing it wrong, at least you are consistent. 

Just an aside piece of information. No one program performs all the tasks you may hope to perform. Each program is targeted at its operation to make it fast and efficient. However, with a little thought and ingenuity (you know what that is) you can create a process to accomplish your final tasks. 

If you are a dedicated forensicator you should first take a look at the programs which you will consider using at the beginning and end of every investigation.  Two of these: DISKCAT and UPCOPY are also very useful in your own normal day to day operation and should be a consideration in using them outside of the forensic case. The programs to take a first look at are: 

Some preliminary information concerning the basic input file structures to Maresware software processes and initial forensic process using Maresware:
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Input and Output File Formats:

Almost all of the programs, and especially the data file processing programs were originally developed to process fixed length records from mainframe computers. You do know what a mainframe is? Fixed length means every field/column is the same size for each record in the file.

DAN MARES    BIRTH DATE 01-01-1912   HEIGHT  6’9”
MARY MARES   BIRTH DATE 04-10-1913   HEIGHT  5’0”

In addition, some of the Maresware software is designed to convert delimited (csv, pipe) to this fixed length format for use by other Maresware programs. So a delimited file like these two records below can be reformatted to a fixed format for processing by the other Maresware software. In most cases, depending on the command line option used, Maresware can output delimited and fixed length records. Generally, Maresware outputs a fixed width delimited file which you will import to other software you may use. (ie: spreadsheets)

DAN MARES  | BIRTH DATE | 01-01-1912 | HEIGHT  6’9”
MARY MARES | BIRTH DATE | 12-10-1913 | HEIGHT  5’0”

If your programs don’t produce fixed length records, we have programs (PIPEFIX) to convert delimited records to fixed length, so that the other programs can handle the data. 

Fixed length/width records are the easiest to manipulate and review, but often may add much unnecessary size in blank/empty areas. So pipe delimiters are available to allow you to import Maresware output to other programs you use such as spreadsheets or data bases.   

Pipes are the default delimiter used because it is the one character that is just about universally restricted to being a delimiter, and because csv formats can produce unusual formats which can/will cause spreadsheets to have heart attacks. I have never seen a pipe delimited record fail a spreadsheet import but have seen csv formats choke spreadsheet imports.

Remember, when running any of the Maresware software which output data, it is best to consider that it is a fixed width record, and you can delimit it for next step processes. Fixed width and delimiters are not default, just easily created with proper options on the command line. Thus, again, making batch processing easy, repeatable and preferred.


PARAMETER FILES:

Most of the data file processing programs:  BSEARCH, SEARCH, FILBREAK COMPARE and others know nothing about the format of the file you are asking them to process. They are generic file processing programs. So a parameter file is used to tell the program all about the file it is looking at. It tells the program the block size (that’s mainframe talk), the record length, the location within the record of the key field being processed, the length of the key item (ie: 32 for a hash value) and then it lists all the items that will be searched for. For different programs the main content of the parameter file differs slightly depending on what the program is supposed to accomplish.  But mainly it tells the program about the input file(s) and what it needs to do.


CONVERTING VARIABLE RECORDS TO FIXED

If you have variable records that are delimited in some way, either pipe (  |  ), or “csv”,”CSV” you can convert them to fixed records using the Maresware programs  (PIPEFIX, CSV2PIPE)  designed to create and massage fixed width records. Then you can proceed to analyze the resulting records with the rest of the software library.


FORENSIC  OPERATIONS/PROCESSES

To start off with I suggest you read the summary and manual of the premier file processing and forensic programs.  They are: MDIR, DISKCAT, HASH group, UPCOPY. These four were originally designed with forensic evidentiary processes in mind. So keep that in mind when you read about them that they have evolved to day to day use.

They are extremely helpful in your day to day use. Just think of DISKCAT and MDIR as a replacement for Explorer, and UPCOPY as a forensically sound file/tree copy, sync and backup program. It runs every night on my machine to copy newly/updated files to my main backup device. That way I have multiple copies of current work.

And to find all your own duplicate files (or evidence files) which are hiding in plain sight. Why not use HASH and HASHDUP to see where you have 10 copies of the same file sitting around your file system, or seized data.


MDIR:
Is a forensic replacement for DIR.  Unlike DIR, it shows ALL the files in a directory, displays attributes by default, and has many options to refine the output.  After all, isn’t it nice to see/know what files might be in the directory you are looking at before you start to copy or examine the evidence? Even Explorer misses some files. DAH!


DISKCAT:
Short for DISK CATalog does just that. DISKCAT produces a listing or catalog of all the files within the targeted tree/directory, or directories.  Sort of like DIR /S, but provides a more manageable output. It is also forensically sound. Meaning you can use it on original evidence. 

It traverses the tree by default, and provides a substantial amount of data while allowing for fixed width, delimited output which can be easily re-processed using whatever tools you have available. You can then review the output and look for specific filenames within the catalog/listing. 

Use the listing in your forensic report. Or just use DISKCAT to look for and locate specific files.  C:>DISKCAT   *.doc*  *.pdf  *any_old_name.x

Look at all the information available. And more not shown for space consideration.

C:\TMP\dish.txt 73 A...... 03/01/2024 07:31:06:726c 03/01/2024 07:31:06:726w 08/07/2025 21:20:33:962a EST


HASH group:

The hash group:  MD5, HASH, HASHCMP, HASHDUP are programs to calculate, and analyze hash values of files. HASH does just that. It provides the CRC, MD5, SHA’s of files within the targeted tree. But, get this. It doesn’t alter last access date of the evidence of your forensic investigation. So you can run it against original evidence. Not that running against original evidence is such a good idea. But possible and sometimes necessary.  

The output of HASH is configurable so you can re-process the output to fit your needs. The HASHCMP and HASHDUP programs do just that. They compare hash output files for matches or mismatches between two runs, and find duplicate hashes when needed.  How many of the same file do you have hiding in the trees? HASHDUP can find the multiple copies. 

Again, these programs output fixed length data records which you can re-process at your hearts content.  Many options are available for all the software so you can “program” its process and output format. Depending on the situation, you may want to sort the outputs of the programs, so check out the DISKSORT program below.

This is actually a single HASH output line. Wrapped here for viewing. The 73 is file size, the rest of the fields should be self-evident.  Column titles are included in the real output files.

C:\TMP\dish.txt    8FB985F3E0F9FD3CC2099B5CE3B88CE5      73        03/01/2024 07:31:06:726c 03/01/2024 07:31:06:726w     08/07/2025 21:20:33:962a EST  A......


UPCOPY

The forensic piece-de-resistance. (hope I got that right).

This is a forensic copy program, which can also be used as a file syncing and file updating program for your personal day to day operations. It is forensically designed so that when it copies a file, it maintains ALL date settings, and by default maintains the original tree structure. And, if the file location it is being copied to, already has a newer version it doesn’t bother to copy. Saving much time when you are updating your daily work product to a backup drive, and only want those files you worked on today to be copied/updated.

If you ever copy evidence for reports, discovery, or simple retention, this is your best bet. And it can be batched, or scheduled to update your trees whenever you schedule it. It only copies what it thinks is necessary. No it’s not A.I. just super smart.

If you need a true forensic copy software, work syncing software, or just a simple update software, take a look. It is the best you will find.


DATA PROCESSING PROGRAMS

For the rest of the programs it is probably better to just check them out in alphabetical order. This way both you and I won’t miss any of them. The only exception is that you should become familiar with DISKSORT first. As many of the data processing programs work better with sorted input.  DISKSORT may be needed as a pre-processor for some of the others.

The rest of the programs are generally data processing, or data re-processing, analyzing programs. Meaning, that if you have data files which may have been created by some of the other Maresware software or other forensic software outputs, you can use these programs to re-process, massage, analyze, call it what you will, the output of one step ready for input to the next step.

Each program is designed to perform one main function. But it performs that function quickly and tirelessly. So use them in a batch to complete your task. Use the software below to design your process in a number of unique specialized steps. But: That’s not my job, it’s yours.



Alphabetical Listing


BATES_NO:    Bates number, rename files:

If you have ever dealt with an attorney, you will probably have heard them mention bates number. It is a way of uniquely identifying the pages and other items of evidence. Take that idea to uniquely identify files or filenames of your evidence. Suppose you have two files of the same name living in different locations. Ie:  two identical filenames living in different folders which may have a directory path of well over 150 characters. Hard to display efficiently.

[bookmark: _GoBack]…....\anypath\EVIDENCE_PICTURE.JPG  and 
….\otherpath\EVIDENCE_PICTURE.JPG. 

It may be difficult or confusing when you mention the name EVIDENCE_PICTURE.JPG either in your report or contained on the discovery disk you provide to the opposition. Or any other way you wish to refer to the filename. This is where a unique bates number comes in. 

This program will rename all the files in the targeted folder (you are the sharpshooter) with a unique and individual bates number format. Lets say the two files above are referenced only by EVIDENCE_PICTURE.JPG. Regardless how, when, where they are used it may be confusing to identify one or the other. So we add a bates number. Let’s say the bates number references suspect name (DJM). We run the program and it renames ALL the selected files with unique bates number syntax. So the two filenames now might look like: 

EVIDENCE_PICTURE.DJM000.JPG  
EVIDENCE_PICTURE.DJM010.JPG  

The number sequence from 000 to 010 was intentionally shown here because during the process, nine other files were renamed before the 010 index. But no matter, you have two unique names for the different files. 

The output accounting report generated lists the original filename and the new bates_number name for inclusion or other references as needed.  You now have a hundred or thousand unique filenames to work with.  So now, you have a full tree listing, and a bates number filename. You include the bates number name in your final report for clarity and space, while you provide a larger spreadsheet showing the original fill pathname and the bates number name for reference. You know, attorneys like to make things simple to understand. Right?  OH: BTW: The program can also remove the numbers if you wish it.


BSEARCH:    short for BinarySearch

If/when you have an extremely large input data file or an extremely large number of search keys to search for, the BSEARCH or binary search program is the way to go. Simply put, if the input is sorted on the key field (remember DISKSORT), then you can use this program to do a binary search of the input file for each of the keys you are looking for. 

Below is the stat for searching 178 million MD5 values from NIST looking for about 2700 keys/items. It took all of 35 seconds. 

Processing:       MD5_178MIL.34
Records:                    178,474,844
Keys searched:                     2,700
No of records written =        1,542
Elapsed time: 0 hrs. 0 mins. 35 secs

If the input file is sorted on the key field, bsearch is the way to go. If not, use the SEARCH program.


COLLATE:    collate/merge two sorted files

Suppose you end up with two files of the same record format and they are sorted. This will happen most often when you hash files on different locations, and now wish to combine them so you can continue your analysis.

Instead of taking the time to run a sort program and try and combine them during the lengthy sort process, you can easily combine them using the COLLATE program.

COLLATE takes two sorted files of identical record format and combines or merges them into a single sorted file. It is a lot faster than trying to resort two or more files.

COLLATE takes as one of the input files one of those parameter files we talked about before. The parameter file tells the program, the record length, and the location and width of the sorted field. It then works its magic and you end up with a single sorted file.
 

COMPARE:   compare two files on a common key field

Suppose you have a large 150 million record NIST NSRL hash listing and you have a few hundred or a thousand suspect hash values from your analysis. Then you wish to “COMPARE” the hash values from your analysis to the NSRL hash values. So who do you call? You call COMPARE. 

COMPARE will compare two sorted files on the key field (in this case the md5 hash value), and tell you which items match, or which items mismatch. The only requirement is that both files be fixed length (can be different format) and be sorted on the key field. That is where DISKSORT comes in. 

Then you give the COMPARE program the file parameters of each input file and key locations in the parameter file and have at it.


CSV2PIPE:      convert a csv file to pipe delimited

Remember I said earlier that your initial software process may only produce csv files. And that in some cases spreadsheets will blow up if a record is improperly formatted. Also, I mentioned that the Maresware software relies on the fact the input files, in most cases are required to be fixed length records. So to get to this point we need to use the CSV2PIPE program as an intermediary. 

CSV2PIPE will take a CSV file and change the CSV delimiters to pipe delimiters. Pipes again are a universally accepted and a reliable delimiter. Then once you have a pipe delimited file, you pass it thru the PIPEFIX program (see below) to make each field a fixed width. Thus ending up with the required input record format for all the other Maresware software.  A multi-step batch process to get files ready for the real analysis.

To simply restate. CSV2PIPE takes a “comma”,”delimited” (CSV) record and changes it to a pipe  | delimited record so real software can then re-process the data records efficiently.


DISKCAT:  create a catalog/listing of the tree

DISKCAT is useful in forensics, and for your routine day to day looking at, finding files and creating file listings.

DISKCAT produces a listing or catalog of all the files within the targeted tree/directory, or directories.  Sort of like DIR /S, but provides a more manageable output. It is also forensically sound. 

It traverses the tree by default, and provides a substantial amount of data while allowing for fixed width, delimited output which can be easily re-processed using whatever tools you have available. The output record/file can then be used to look for specific filenames within the catalog/listing. Use the listing in your forensic report. Or just use DISKCAT to look for and locate specific files.

C:>DISKCAT   *.txt  *.xys  whatever.*

Look at all the information displayed. And more not shown for space consideration.

C:\TMP\dish.txt 73 A...... 03/01/2024 07:31:06:726c 03/01/2024 07:31:06:726w 08/07/2025 21:20:33:962a EST


DISKSORT:   sorts files based on key field

Use this as one of your first steps after you create an output file. Sorted files are already more efficient to look at and work with.

Once you create any of the fixed length outputs of Maresware or other software, you should consider sorting the output file on the key field. For instance if it is a hash output you probably want to sort on the hash value. In other instances you might want to sort on date/time, filename, path, IP address, email address, etc. You get the message. 

The sort field is your choice and the DISKSORT program sorts on one or more fields. Then you can pass that sorted fixed record file to the next step in your analysis. Whatever you feel is important. The sorting process is probably one of the most useful steps in the analysis process.


EML_PROCESS:  (process .eml files)

IF, and that is a big IF you can export your emails to the traditional .eml file format/extension, then you can use this program EML_PROCESS to process the header information of the eml files. It looks at all the header data and creates a pipe delimited output for a number of useful items found in the header. Some of the items if finds are the,  to: from: cc: bcc: subject: date and other items. Then you can import this file into a spreadsheet (because it is delimited) and can use the spreadsheet to further analyze the header data. But the only requirement is that the input files be of the standard .eml file format. 


FILBREAK:  (break up or reform the records in a file)

When you have a very long delimited record with many many fields and you don’t need all those fields or information in your analysis, FILBREAK can “break” up the record and reform a new shorter or reformed record for easier next step. It also has the capability of adding “comments” fields and other formatting options to make the next step a little easier.

Simply put, it provides the capability to reform the record.

Turn this: 
GNG05C  |  29652578 |WES |VERGIE   |260980828   |      245.27|
GNG05D  |  29662579 |RAV |LINDA&   |259314869   |      338.50|
GNG03   |  29772590 |NES |ELIZBETH |260023545   |      573.78|

Into this: 
29652578 |WES |260980828|  245.27|
29662579 |RAV |259314869|  338.50|
29772590 |NES |260023545|  573.78|


FILSPLIT:   Split off/copy a section of a file.

If you have a rather large file, say 100 million records and you want to test your operation on a smaller piece of the pie. Or just need a small sample to play with. Then FILSPLIT allows you to Split from the File a smaller number of records. In effect it is allowing you to create a sample of the file. It allows you to split off XX number of records from anywhere in the larger file, or you can split off every Nth record as a sample. It’s your choice. The only restriction, again, is the input file must be fixed length records.


FINDRECL:  Find the record length of the file.

When working with Maresware you are working with fixed length records. Sometimes you may have a file where you don’t know the exact length of the records, and maybe you are too lazy, or don’t have a good enough text editor which will allow you to find the record length. (as an aside, if you work with text files, the text editor: VEDIT is one of the best text editors you will ever see.) 

FINDRECL is designed to read a fixed length file, and attempt to determine the exact record length of each record. So that you may then proceed to pass the file to other programs which require the record length to work on the data. 


HASH:    it calculates the hash value of files. DAH!

Almost every forensic investigation requires that a hash be calculated for every file. If for nothing else, to ensure integrity of the process.  The hash program can calculate the CRC, MD5, and three SHA values of every file. In the process it is by default creating a catalog of all the files in the targeted path/tree. Evidence catalogs are nice. Don’t most investigations require an inventory of those items seized?

This process performed on the original suspect machine can be used to validate your original evidence, or confirm (using COMPARE or HASHCMP) you have not altered the evidence later on.  Again, by default you get a nicely formatted catalog or inventory of the entire tree structure you point the program at. And guess what: HASH doesn’t alter original file dates.


HASH_DUP:  finds duplicate hash values

Once you have sorted the output of the HASH this program on the hash field, HASH_DUP finds and lists all the duplicate hash values. Finding those files which have the same hash value may be important in your forensic analysis. Because the file names may be totally different, but you need to know which files may be of the same content. That is what HASH_DUP does, it finds duplicate hash values. You then decide what to do with the files.

Also, in your own file system you might have the same file sitting in multiple directories under different names. Don’t tell me this hasn’t happened. Doing a HASH and HASH_DUP will show all your duplicates. Then you can pass an appropriate list of the duplicates in a batch file to the RM program to remove any unwanted duplicates. 


HASHCMP:   compare two hash files

If/when you have two files of hash values you may want to see what hash values may show up simultaneously in each file. Let’s say you seized and hashed data from two different suspect computers. And you wish to see what files are either consistent, or different one from the other list.

The program HASHCMP will “compare” the hash values of each file and produce an output showing those which show up in file1 and not file2, or show up in file2 and not in file1. This way you can be certain that both HASH files contain identical hashes or there are anomalies in one or the other.  

Consider using HASHCMP when you are trying to validate that two hash runs produced the same output. Maybe you should compare your initial HASH of the suspect data, and a later HASH of the same data to be certain none of your forensic software altered the evidence. A novel idea????


KITING:    calculate date differences in a record. Accountants be advised.

Accountants know all about kiting. Kiting is generally what happens when you have two dates and want to figure out the difference between the two. Possibly the time between the file creation date and the last write date. The date difference may be important.

In forensics, maybe you would like to know when a file was created and last edited, or at least accessed. And how many days elapsed between the two dates. Date differences may be important.

Fname    Create      Write
'RTABS'   '06-04-2002'   '06-06-2002'
'RZVEN'   '06-05-2002'   '06-12-2002'

You run kiting against the input file and get an output with the date difference.
This view is only for display. Actual program operation produces different format.

Fname    Create      Write      DIF
'RTABS'   '06-04-2002'   '06-06-2002'    2
'RZVEN'   '06-05-2002'   '06-12-2002'    7

MD5:  Calculate the MD5 of files

MD5 is the little brother of HASH. It calculates the same values but unless ordered to do so, does not traverse the tree. It also has a smaller output record by default. It is merely a quick and dirty way to calculate the HASH of a file(s).


MDIR:   replacememt for the DIR command.

MDIR is an efficient forensic replacement for the DIR command. It shows more information by default and has many options which allow for output that can be easily further analyzed or placed in a report in an understandable fashion.

MDIR, MD5, DISKCAT, and HASH all create a catalog or list of the files they find. Depending on the program and command line, each output format will be slightly different. So use the one that best suits your needs at that time.

Simple, easy to understand output with more information than DIR.

.                                 <DIR>  2025/08/08 12:30:46:972w EST ..R.D.
..                                <DIR>  2025/08/08 12:30:46:972w EST ..R.D.
command_line.bat                     45  2019/09/02 14:08:12:736w EST ......
dish_tv.txt                          73  2024/03/01 07:31:06:726w EST A.....
Favorite Volumes.xml                204  2015/11/30 16:07:53:868w EST ......
password                             60  2021/02/14 13:16:16:482w EST A.....
shutdown_command.docx            16,879  2024/08/04 15:25:03:147w EST A.....
shutdown_command.docx:dish.txt       73  2018/02/12 15:25:03:147w EST .adata


MERGE:  combine/merge multiple files into one

I know the copy /b option does this. But the copy command line can be long and confusing. If you have a number of indexed files:  file.001 file.002 etc.. The merge program allows you to “merge” or combine them into a single file. Just a simple forensic replacement for copy.


MODIFY:  change or modify a file attributes.

You know what a file attribute is. Read-only, hidden, system, etc. This program, MODIFY can add or remove file attributes easily on the command line. Not much more to say, except it is fast and efficient.


MOUSE:   a simple DOS clone of the *IX CAT command.

MOUSE can be used in place of the type command. At its default, the MOUSE command pauses after each screen of data so you don’t have unending scrolling going on like with the type command. 

If, and I say IF, you have a fixed length record that is not CR/LF terminated, but you know the record length because you have run the file thru FINDRECL, then mouse can display the records on the screen in their proper record length. So they look pleasingly formatted.


PCAP_ANALYSIS:   special PCAP analysis batch file.

This is the only fully analysis batch file provided. It is designed to provide a first step analysis of possible IP anomalies within a PCAP file. It uses a number of Maresware programs in the batch file to perform the following analysis. The output is then left to you the expert internet forensic examiner to take the information to the next step. Here are the processes it follows:

1. It used URL_SRCH to search for and identify all the IP addresses in a PCAP file.
2. It then sorts the file on the IP addresses.
3. It then “TOTALs” or counts the IP addresses and provides an output file with the totals.

At that point, it’s up to the expert to look at the IP values and the counts to see if there are any anomalies which might indicate network intrusion or other problems. At that point the expert can use other software to examine the PCAP file, or use the SEARCH program to find the anomalous IPs and get more information to work with.


PIPEFIX:   turns a | pipe | delimited | record to a fixed length record.

As mentioned many times before, almost all of the Maresware data file processing programs require a fixed length record as input. In most situations, your other software is able to output a pipe delimited record. (if it is a csv record, use CSV2PIPE conversion). Then once you have the pipe delimited record, you can run PIPEFIX to make each record the same fixed format. At that point pass the file to whatever the next step in your batch file is.

This pipe delimited: 
29652578|WESTERN NAME|260980 |2245.27|
29662579|RAVAGE TOWN|25931486933 |338.50|
29772590|NESTING PLACES|260023545 |573.78|

Becomes this:  (pipes maintained for visual acuity) 
29652578  |WESTERN NAME   |260980      | 2245.27|
29662579  |RAVAGE TOWN    |25931486933 |  338.50|
29772590  |NESTING PLACES |260023545   |  573.78|


RMD:     ReMove and Destroy files

An efficient version of the *IX remove RM command.  It has a lot of options which make it more useful than the DEL command. 

If named RM.EXE it simply removes the file and allows for possible recovery just like any other removal recovery process. However, if named RMD.EXE when it removes the file(s) it actually overwrites the file so that recovery is not possible.  It can work recursively on filenames which makes it extremely efficient and dangerous with the wrong command line. 

C:>rm     ….\*.dat           (simple removes the dat files)
C:>rmd  ….\ *.dat         (removes and overwrites the data. No recovery possible)

Another option of the program is to overwrite all free space on a drive. This means that any residual data left from other removals/deletions is overwritten and cannot be recovered. Do a quick format and then use RMD on an empty drive. All free space is overwritten. 

However used with the wrong command line will attempt to ReMove and Destroy all files. Someone once called me and said he had put the wrong command in for overwriting free space, and it began deleting his entire file system. RTFM is all I could tell him. 


SEARCH:    linear search keys within a fixed record.

Search is the linear version of the BSEARCH program.  The user provides a “parameter” file containing the keys to search for, and telling the program where within the record the key field is located. Then the program reads each record and searches the key field for the keys provided. Because it does a linear search, that BSEARCH that took seconds on a sorted file might take minutes on a non-sorted file. But it is more generic, and you don’t have to sort 150 million hash values to run it. You can provide it with an unlimited number of search keys to look for. But be reasonable.


SPLIT:    splits a file into XX smaller files.

If you have a large fixed length data file and wish to split it into more manageable smaller files. Or if you want to split off a “sample” of the records the SPLIT program can that. Depending on the command line used, it splits off X number of smaller files and provides indexed file extensions  .000 -> .xxx depending on how many pieces it has split off. Use this to obtain a small sample for testing before chewing on the 170 million record large file.


STRSRCH:    search text files for specific text strings.

You have files that contain text and you have a number of text strings you wish to search for. Create a file containing the text strings you wish to look for, and tell STRSRCH to search the files for the strings.

When it finds the strings, it outputs a nicely formed record of the file it found it in, the location and some surrounding text for you to review. If you like what you see, its up to you to examine the source file further. 


TOTAL:   total, add or count field values in a file

Total has two operations. First, lets suppose you have a sorted file and you want to find out how many occurrences of the key item you have. Maybe it’s a hash file of your suspect system and you want to find out if there are multiple copies of files with the same hash. In this situation you tell total to “count” the occurrences of the key field. Then when you have the count, its up to you to go to the next step.

The second operation of total, is that you have two number fields in the record. Say they are dollar fields. Ask total to total the value of the two number fields and display the added total of the two values. Simple, yes/no???


TOUCHME:   my version of the *IX touch command.

In *IX the touch command “touches” the file dates to the current date/time. The TOUCHME command works a lot like that. You provide on the command line the files to touch, and the appropriate day/date to change the file date to. And total will change/update the file date. 

Options are available to target a specific create, write, access date-time. Or do all three at once. Its date modification options are user set.


UNIQUE:   remove records with duplicate keys


Once you have sorted the file on the key field you may wish to eliminate any records containing duplicate keys. Suppose you have 170 million hash values. But there are a lot of duplicates. And you are going to search them for specific values. It is not necessary to have to search the duplicates. If you hit on only one hash value that is enough to strike your fancy. So you unique the 170 million records, and end up with only about 50 million unique hashes to work with. 

Use your imagination on why/when you might want to “unique” the items. You only need to see an indication, not hundreds of records with the same key field. 


UPCOPY:   a truly forensic file copy and personal file backup-updater

UPCOPY has two main uses. The first is to forensically copy all the files in the suspect drive to your work drive. How many times have you been at a scene of a large organization with a gigundo server farm and you need to copy userX directory. You can’t the server drive, so you are left with copying user files in a forensic fashion. UPCOPY is designed to perform a forensic copy of files from pointA to pointB.  It has a significant amount of options which make it very useful in a forensic environment. 

Then when you have completed your work at the office, and you want to save the entire work folder to a backup drive, UPCOPY can do that.  Each day you may create or update new files. Tell UPCOPY to save the newly created or updated files to the backup server, and it take ONLY WHAT it needs to. So it doesn’t copy every single file in your work folder. Only what it has to.

Now, for evidence discovery production. You have a specific number of files you are prepared to provide for discovery. Use UPCOPY to forensically copy those files to the drive you are providing for discovery. And have confidence it will do it correctly.

Finally, on a personal basis. You can schedule UPCOPY each nite, or run as you wish, to “copy” ONLY those new or updated files from your work drive to your backup server. It only copies what it feels is necessary. I use it every nite on my machines to make safe copies of that work I modified/created that day. 

It will become you main forensic copy/save/backup program once you get used to it.


URL_SRCH:    Search files for various IP, URL, EMAIL other stuff

The URL_SRCH program was mentioned earlier in the PCAP Analysis section. The URL_SRCH program was designed to search the text sections of file for various items such as IP addresses, URL items, EMAIL addresses, Phone Numbers, SSN’s, Credit Card Numbers. 

Some of the items may change format over time, such as phone numbers and credit card numbers, but generally speaking the program will find most of those items. 

The user then takes the output and makes use of the information for the next step in their investigation. Such as mentioned before in the PCAP analysis. 


VERTICLE:   convert a horizontal record to multiline output.
 
Often when you have information, especially from a spreadsheet output or other processes, the fields are many, and set out in a single line. Like:

Name| Address:| City State | Phone | SSN
DM | 1234 Any Street | Nowhere, USA | 1-800-236-9999 | SSN: 123-45-6789

Including many lines of that format in a report may be confusing to some readers and also tend to show as multi-line prints. 

What VERTICLE does, is that it takes that horizontal record and turns it into a multi-line output for easy and clear inclusion in a report. So the above long record with many fields now looks like this for the report.

Name:    DM 
Address: 1234 Any Street 
City State: Nowhere, USA 
Phone:   1-800-236-9999 
SSN:     SSN: 123-45-6789

Each line of the provided text records now becomes multi-line records for clean easy to understand information. Especially if the record contains a lot of unique information fields. 

Notice, that if the input data file contains column headings, they are used for each record so the reader knows exactly what the data is they are looking at.
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